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Foreword

“The secret of change is to focus all of your energy, not on fighting the old, but on building
the new”

We are on the cusp of a professional evolution. We might have been forced into it, but as
Chartered Accountants we not only take change in our stride but also find solutions and adapt
to new situations successfully.

Today, due to Covid-19, working from home has become the new norm. Since quite a bit
accounting work is now digitized, it can be done online, often from anywhere and currently
from the safety of one’'s home.

Working from home has its pros and cons. Challenges include technical and technological
know-how, separating personal and work lives when they occur in the same physical space
and learning to focus and stay on task without direct supervision.

As long as people understand these challenges and strategise to work around them, it's easy
to overcome them and thrive. A few points to keep in mind while working from home include
be alert to advanced technology, always keep security in mind, always stay in touch with
colleagues and clients, put in more than your regular hours, create a separate working space
and if that is not possible then create a designated area which is only for work. This will go
a long way in ensuring you are focused and in work mode in that area.

While it's uncertain how long current practices will stay in effect, we are of the opinion that
this is a paradigm shift in business practices. Offices might find huge savings in rentals and
time by working from home, conducting remote meetings with each other as well as clients.
However, at the end of the day, you have to be visible with your seniors and clients so that
they recognize your talents and you have to make an effort to be part of the team, even if it
is virtual. It is important that supervisors see your talents and respect them in order for you
to be successful.

To that end, WIRC is proud to present this e-publication on ‘Work From Home'. | commend
the special efforts by CA. Arpit Kabra, Chairman, DAAB and CA Yashwant Kasar, Vice-
Chairman DAAB as well as special thanks to CA. Shirish Padey, CA. Dinesh Tejwani
and CA. Alok Jajodia. | am sure that the efforts put in by all the learned contributors will
go far in helping members and students create a strong and professional work from
home environment. | appreciate the endeavours of the authors and look forward to this
publication being read by finance professionals not only in our Region but across the
Nation.

CA. Lalit Bajaj
Chairman, WIRC
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Preface

“Without change there is no innovation, creativity, or incentive for improvement. Those who
initiate change will have a better opportunity to manage the change that is inevitable"-

Change is the only constant and for Chartered Accountants its more than necessary. We are
the elite finance professionals. Not only are we guardians and nurturers of wealth but also
partners in nation building. With such immense responsibilities resting on our shoulders and
the highest professionalism expected of us, we cannot afford to let situations dictate over us,
but we have to labour to overcome hurdles and come out on top.

The current scenario is one which will test us thoroughly in every aspect of our professional
and personal lives. We have to, while staying within the confines of our homes, walk a fine
line balancing our professional and familial responsibilities. Considering that we have to be at
our professional best in a non-professional environment it is critical that we remain aware of
our duties at all times.

Members have had a very steep learning curve to overcome in order for them to acclimatise
themselves with digital technology in order to communicate and collaborate virtually.

While technology can still be learnt with ease, it is the complete package which has to
implemented in order to move ahead professionally in the new digital world. Since intelligence
is the ability to adapt to change, we, at WIRC, have endeavoured to ease the way forward for
our members and students.

To that end, this e-Publication will be a guide to make it easier for the professional to work
from home. It covers all crucial topics needed for big as well as small and medium firms
in order to operate smoothly at this moment in time. Operational models, security, IT and
infrastructure are covered here to give a clear picture to all finance professionals.

I am thankful to CA Lalit Bajaj, Chairman WIRC and my Council colleagues for supporting
us in this publication. | would like to thank all the contributors CA Adarsh Madrecha, CA
Ankit Sanghavi, CA Hardik Mehta, CA Jay Shah, CA Jiten Mehta, CA Alok Jajodia for creating
this publication amidst very tight deadlines and special mention for CA Dinesh Tejwani for
helping us conceptualize this book and coordinating with all to ensure this is created quickly.
| am thankful to CA Shirish Padey who has done an exceptional work to vet the publication
overnight and provide vital guidance and various benchmarks. Lastly, | am grateful to CA
Yashwant Kasar for his efforts in publishing the book in record time. | am sure that members
will be able to implement the guidelines within and move towards a stronger service ethic in
the new digital age for Chartered Accountants.

CA Arpit Kabra,
Chairman, Digital Accounting & Assurance Board

Western India Regional Council of The Institute of Chartered Accountants of India



Preface

The coronavirus pandemic is forcing many people to work from home to reduce social
contact and minimise the associated risk of transmitting the disease. At this moment in time,
technology is the main support to professional work from home.

However, the sudden lockdown has also caught many members and students unaware of the
many factors which need to be taken into consideration when working from home.

So what are some of the things to consider when setting up and managing home working for
your staff over the coming weeks and months? The list is long and ranges from IT security and
Data Confidentiality to managing internal and external communication seamlessly.

While most members are used to operating at a high intellectual level, problem solving and
analysis, ‘work from home' throws up a whole plethora of mental, professional and digital
hurdles which have to be overcome.

This guide has been specifically created in order to assist members navigate the various
hurdles with ease and smoothen client and professional interactions. It will help the fraternity
to continue to provide the high level of service excellence which is expected from Chartered
Accountants.

| thank CA Lalit Bajaj, Chairman, WIRC for his continued support as well as my Regional
Council colleagues. | would like to thank all the contributors CA Dinesh Tejwani, CA Adarsh
Madrecha, CA Ankit Sanghavi, CA Hardik Mehta, CA Jay Shah, CA Jiten Mehta, CA Alok
Jajodia for their commendable efforts to bring out this book within a short span of time. |
also specially thank CA Shirish Padey for reviewing and vetting the book with some very vital
inputs.

| am sure that this would be a very useful publication for the members in the current scenario.

CA Yashwant Kasar,
Vice-Chairman, Digital Accounting & Assurance Board

iv Western India Regional Council of The Institute of Chartered Accountants of India
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Reading this book:

This publication is an attempt by the Western India Regional Council (WIRC) of the ICAI to guide its members
on various technology and techniques available for enabling Working from their Homes during this lockdown
scenario due to COVID. The book highlights all the best and standard practices that can be adopted by every
professional for a smooth functioning from a location away from their offices.

To make the book relevant and practical, reference to several brands/vendors pertaining to hardware, software,
and mobile apps have been made. All these brands/vendors have been mentioned only as a reference for
information purposes only and not to be considered as recommendations. WIRC in no manner whatsoever is
endorsing any of these products, brands or process.

The book also mentions the prices of various products and services. The prices given are as reference
points only and are subject to change from time to time. All prices mentioned are indicative and subject to
negotiations. WIRC does not guarantees any such pricing. Readers are advised to make proper inquiries about
the product/services and pricing before taking any decision. There are other products and services available
and the names mentioned in this book are only a small sample given for easy reference. Various software
mentioned in this book may have free versions with some limitations in the features. However, we strictly
recommended to procure the licensed version of the software for enhanced features and utmost security. It is
encouraged that users take a well informed decision for their working. WIRC shall not be responsible in case
of any damage that may be caused to the users.

This book refers the following terms interchangeably:
° CA Firms, Principals, Practising CA, Organisation
° Employee, Team Leaders, Team Members, Seniors

The book refers to several technical terms of hardware etc which are explained in
Words highlighted in indicate that have been provided for quick reference.

O »
Contributors g:
CA Adarsh Madrecha ‘ ‘

CA Alok Jajodia
CA Ankit Sanghavi
CA Dinesh Tejwani

CA Hardik Mehta
CA Jay Shah

CA Jiten Mehta
CA Shirish Padey
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Chance or Choice

COVID-19 seems to be a watershed moment in our lives. Health experts believe it
will have long term implications on our lives. For the sake of simplicity, we will refer
to COVID-19 as COVID.

pre-COVID

CA firms primarily either work at offices or at client locations. Principals and teams
generally report to the office every working day unless they are on client visits for
audit or visit to tax departments. Gradually visits to tax departments have reduced
substantially. The Income Tax department has started e-assessment and
moving towards faceless assessments. GST, on the other hand, right from the
inception has been a digital tax, involving no paper and no visit to the department.

In non-metro cities, clients regularly visit CA offices for accounting, tax compliance,
and advisory purposes. In metro cities, the visits are uncommon for sheer distances
and commute hassles. So, audio conferencing and video conferencing are
commonplace.

A major part of compliance work is done without any visit by or to a client. All digital
documents are submitted via email or cloud storage and e-filing done right from the
firm's office.

But when it comes to the team, the concept of “work from home” is almost absent.
It is expected that each team member will come to the office and work. When team
size increases, CA firms invest in more office spaces and infrastructure. The thought
of “work from home” generally never comes as a possible solution. This in spite of
the information technology and ITeS sector successfully working on this mode for
several years. Many financial services companies also permit partial work from home
to their employees.

So, the work culture, processes, and infrastructure: everything centers around the
physical presence of principals and team members.

Lockdown

A sudden announcement of complete lockdown announced by honorable Prime
Minister Mr. Modi on March 24, 2020 took everyone by surprise. No one was
prepared for it. The lockdown initially was for 3 weeks. Lockdown 2.0 was extended
for another 3 weeks. Lockdown 3.0 further extended it for 2 weeks but with some
relaxation. Lockdown 4.0 has been announced starting May 18, 2020 for 2 weeks with
more relaxations. So, at the time of publishing this book, we have already spent 8
weeks sitting at home and have not been able to visit our offices.

Western India Regional Council of The Institute of Chartered Accountants of India 1



GUIDE TO WORKING FROM HOME FOR EVERY PROFESSIONAL

This period created two distinct classes of CA firms:

1. Those who could seamlessly shift to work from home because of their IT
infrastructure, systems and processes.

2. Those who struggled to do very little as their infrastructure did not permit “work
from home” OR their team members were not technically savvy or equipped.

This period also gave an opportunity for all of us to stop and introspect at the way
we have been working so far. Several firms could see the real benefits of “work from
home” in the form of increased efficiency and the possibility of cost-saving. At the
same time the challenges of working in a different environment brought to the fore,
quite a lot of challenges.

The news headlines by Tata Consultancy Services CEO grabbed everyone's attention
when he announced that 75% of the time a staff can work from home. TCS looks at
this as a great model to save costs and is implementing it to complete it by 2025.

TCS took lockdown to relook at their 20-year-old working model and come with a
new plan.

Globally Google and Facebook have permitted the majority of their employees to work
from home till 2021 while Twitter CEO went a step further by saying that employees
can work from home forever.

post-COVID

The World Health Organisation is of the opinion that COVID will be around for a long
time. A vaccine is several months away. So even when lockdown is released, it will be
in parts and will come with several restrictions.

The office will no longer look the same as Pre-COVID. The
and has released an advisory on
precautions while restarting operations. The summary of the same is as follows:

1. Social distancing - a distance of a minimum of 1 meter (3.28 feet).
Disinfecting tables, desks, phones, etc. regularly.
Sanitizers at entrance.
Frequent hand washing.

2

3

4

5. Face mask.
6 Thermal Scanner.
7

Avoid unnecessary travel.

2 | Western India Regional Council of The Institute of Chartered Accountants of India
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GUIDE TO WORKING FROM HOME FOR EVERY PROFESSIONAL

8.  Work from home to the extent possible.
9.  Make alternate workgroups.
10. Make greater use of digital media for coordination and work.

Space is a major constraint in metro cities and it is observed that most CA firms
operate out of small offices, which are very cramped. Maintaining a distance of 3
feet between two workplaces itself may require part of the workplace to stay home.
Chartered Accountants over 60 years of age, will have to be extra cautious and may
have to continue working for home.

This is the right time to switch to work from home culture in a phased manner. This
will not only be a safe model but also a more effective and efficient model for CA
firms to deliver services. This will also help us to overcome geographical barriers in
delivering our services.

Chance or Choice

While the current situation arising out of the COVID outbreak has made work from
home a necessity, can CA firms adopt this model out of choice?

There are valid arguments favoring work from home are as follows:

> Infrastructure cost savings

One definite advantage of work from home is savings in infrastructure costs.
While office space may be available at reasonable costs in small cities, it tends
to become very high in metro and mini-metros.

An easy way to quantify savings would be ‘cost per seat'.

“Think of financial savings”

»  Saving in commuting time

Again, the problem of metro and mini-metros. Traveling during office hours is
a big hassle for most people. Long and uncomfortable commuting conditions
take away the major part of a working day, anything from 1 to 4 hours to and
fro.

“Think of saving in carbon footprint”

> Wider availability of human resources

In a physical work environment, a firm’s choice is limited to a local person who
can commute to work every day. Upon deciding in favor of work from home,
the firm can select employees from any part of the country (or even world).

Western India Regional Council of The Institute of Chartered Accountants of India 3



GUIDE TO WORKING FROM HOME FOR EVERY PROFESSIONAL

4

Today youth have to travel from small cities to metros in search of work. This
puts extreme pressure on civic amenities and traffic of metro cities. On the other
hand, parents are left alone in small cities.

“Think of reverse migration”

Technology is enabler

A few years ago, work from home was unthinkable. Today affordable technology
and digital infrastructure have made it possible for even a very small firm to
plan and work from home.

Low-cost laptops, the lowest priced internet plans in the world, cloud-based
software, tools to access desktop-based software remotely, cloud data storage,
free video conferencing tools; all these have created a perfect environment for
work from home.

“Think of investment in technology”

Work is moving digital

The age of physical books, vouchers, tax returns, bank payments are way behind
us. Almost all regulatory filings are digital, so are tax payments. A major part of
the business community has moved to electronic accounting. The government is
now moving towards faceless assessments requiring no physical presence and no
paper filing. Courts are working on ambitious plans to start virtual hearings. The
stakeholders around whom the practice is centered do not require any physical
presence.

“Think towards virtual practice”

Western India Regional Council of The Institute of Chartered Accountants of India



Guide to Implement Accessing of Software and Data

In an office work environment, a firm has one or more servers that hosts software
applications and data. A wired or wireless local area network allows team members
to connect the server and start working.

A CA firm has to use several software applications for accounting, TDS compliance,
Income-Tax return filing, GST return filing, etc. Most CA firms continue to use
desktop-based or client-server solutions for this purpose. Although in recent
years there has been the adoption of cloud-based solutions, the ICAI committee
“Members in practice” has been making available several cloud-based solutions to
the members. Refer to for more details.

Hundreds of documents are generated in a days' work at a CA Firm. Tax calculations,
filing acknowledgments, audit papers etc. These documents are required to be stored
as per the regulatory requirements for several years and their need may further arise
after several years for assessments, litigation etc.

So while working at the office, it is easy to access software and data on the office
server, the challenge is to make it available remotely to the team members working
from home.

This problem is being discussed from the point of view of small and medium CA
firms. Although practices may vary from firm to firm, a generalized view based on
surveys and personal interaction is being presented here.

Model for small firms

A small CA firm with one Principal and up to 4 team members, in general, has limited
IT infrastructure.

There will be a server to host accounting software and one or more tax compliance
software. Audit control is done via spreadsheet check-lists and shared folders on the
server. Task monitoring is via personal interactions or at best via a spreadsheet tracker.

For these firms, shifting to work from home model will not pose much of a problem.
It is presumed that such firms have limited IT budgets and will not mind the little
inconvenience.

> Instead of keeping the server at the office, the Principal can take it home. In
most cases, it is a desktop or laptop.

> If accounting software is Tally, it can be accessed by team members via the
Remote Login feature of

Western India Regional Council of The Institute of Chartered Accountants of India 5



GUIDE TO WORKING FROM HOME FOR EVERY PROFESSIONAL

> Tax Compliance software can be accessed in two different ways:

« If the license is a single user, multiple single-user licenses can be taken
from the vendor and each team member can be given an independent
license. However, this is possible only where a common central database is
not required by the software.

« A more practical way is to let team members access the software installed

on the server via software (e.g. AnyDesk) However, the
limitation would be that only one person at a time will be able to work on
the server.

Documents that can be uploaded on a cloud server can be then easily accessed
by team members. If the firm is using a free Gmail account, it has 15 GB storage

available free. By investing X 1,300" per year this space can be increased to 100 GB.
OneDrive also offers 100 GB space @ X 123 per month.

An investment in a Network Attached Storage (NAS) with a storage capacity of
3 TB can be purchased for approx ¥ 14,000 - X 18,000. So if data size is very large,
investing in a NAS drive makes commercial sense.

Model for medium firms

A typical partnership firm of this size may have 2-5 partners, few semi-qualified or
qualified CAs, commerce graduates and article trainees.

This kind of setup requires more organised working and hence more IT resources, viz.
»  An application for the various software and data server for the current data.

> Multi-User version of Accounting and Tax Compliance Software on the server.
> A Network Access Storage device for data backup.

> Combination of desktops and laptops.

In work from home environment, there are two choices to such a firm:
A. Enable current infrastructure accessible from home via VPN.

B. Shift to a Virtual Private Server.

1 Prices are indicative and are subject to change.

6 | Western India Regional Council of The Institute of Chartered Accountants of India



GUIDE TO WORKING FROM HOME FOR EVERY PROFESSIONAL

A.

Enable current infrastructure accessible from home via

In order that team members can access the office server from their homes, the
following changes will be required:

» Keep the server ON during office working hours with proper air-
conditioning or ventilation.

» Install a Virtual Private Network (VPN) so that team members can access
the server securely via the internet.

» Install for further enhancing the security of the server.

Shift to a

Another method is to host all the software in a VPS. It can then be accessed by
team members via a remote desktop application on their laptops/desktops.

The table below gives a generic comparison of On-Premise and Virtual Private
Server. Since each hosting provider may offer different features, hence proper
care should be taken before signing up. Some of these features may not be
available with the hosting provider e.g. backup.

On-Premise Virtual Private Server

Particulars

Hosting Server provider's

Hardware and OS Firm’s responsibility
: : responsibility

: SOftware

Upgrade Involves procuring new éCan be done remotely with
- hardware or enhancing - few clicks
 existing hardware 5

Cost ' Capital expenditure. Monthly Subscription Fees

. Running and maintenance
- costs. Depreciation

i Home

Security . Firm's responsibility to . Free or paid security
install firewalls, VPN, etc. : options can be subscribed
Backup Firm's responsibility : Managed by hosting

: The server must be

: switched ON so that

- the team can access it
. remotely.

. Can work with Local area
: Network

- Always On or can be
- managed remotely

- Will still need internet to
: connect and work

. provider

Western India Regional Council of The Institute of Chartered Accountants of India
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GUIDE TO WORKING FROM HOME FOR EVERY PROFESSIONAL

Accessing Data from the Client’s servers

One of the most important aspect that a CA Firms would exercise is to access the
data from the client servers in some cases. Following care needs to be taken while
doing so:

>

8

It is always better to have a clear understanding with the client (preferably
should be documented) for access through either (VPN),
or or any other mechanism.

Clients may require scanning of team member's laptops and desktops, disabling
USB Ports, etc. for security reasons. Always scan your device before and after
accessing the client servers.

Avoid access a live environment (with Insert/Edit/Delete rights) even if the client
has no objection to the same. It is better to log in with ‘Read Only’ access.

The other option could be to have the client’s staff to extract the data or
screenshots and share them on the Video-conferencing tool.

It is not recommended to execute any scripts, tools, and utilities on the client
environment without their specific permission.

Western India Regional Council of The Institute of Chartered Accountants of India



Data Confidentiality and Security

CA Firms are not new to the concept of data security and confidentiality. While there
is a certain degree of effort put in by most firms irrespective of their size, to keep the
data secure and maintain confidentiality, what is lacking is formalizing the practices
and policies they follow. This has continued in the new WFH scenario wherein for
most small and mid-sized firms, the data security and confidentiality policies are more
of an informal understanding between the team members on a case to case basis.

About data protection, a new Personal Data Protection Bill, 2019 was tabled in the
parliament in the month of December 2019. Currently, the

("IT Act") includes two sections that give a right to compensation for improper
disclosure of personal information. Considering the above, legal experts are of the
opinion that firms may continue to be liable for breach in client data even when
employees work from home.

With a renewed focus on cybersecurity practices in India, both from the government
and the private sector, it is likely that many of the gaps existing in the current law (in
terms of liability, penalty, reporting, disclosures, etc) might be addressed in the new
Personal Data Protection Bill 2019. With WFH likely to become a norm in the future,
CA Firms need to keep an eye on the updates on the legal aspects concerning data
security and confidentiality.

Apart from legal ramifications, there are obvious pitfalls of not attending to some
basic and general IT practices for maintaining the security and confidentiality. There
have been quite a few cases of a ransomware attack on CA firms.

Confidentiality

When team members are working remotely, there are many privacy and confidentiality
concerns a practicing CA might face. These need to be addressed before enabling
WFH for team members.

Training the team members and making them aware of their contractual obligation
like unauthorised copying/sharing of data or confidential information, using the firm’s
device for other work can overcome some of the confidentiality concerns.

Technology can come to help in overcoming some other few concerns e.g. restricting
access to only the files which team members need to have access to for completing
the assigned tasks.

Western India Regional Council of The Institute of Chartered Accountants of India 9



GUIDE TO WORKING FROM HOME FOR EVERY PROFESSIONAL

Communicating with clients

1.

As a part of a good practice, it is advisable that the client should be informed
and disclosed about starting the work from Home.

It may also be a good practice to communicate with the clients regarding the
steps CA Firms have taken to ensure the security and confidentiality of their
data. While doing so, it may not be required to go into details of the firm's
policies and procedures but inform the client of the broad steps taken in the
firm.

Mentioned below are broad steps that can be taken to keep the information
confidential at each stage of information:

At the Receiving Stage

>

The confidential information should be received from the client only by
limited team members preferably at a senior level so that such information is
adequately identified for maintaining confidentiality.

During the planning stage, inform the client about the designated team member
authorised to receive the information.

The team member should ensure that only essential information required
for execution is asked for from the client, thereby reducing the exposure of
breaching client confidentiality.

At the start of the engagement, communicate with the client regarding suitable
methods for receiving data. Once the methods are mutually decided upon, use
only the approved methods for the same. If possible, document it and share an
electronic acknowledgment with the client for the same.

At the Storing Stage

>

10

It is imperative that all the confidential data received from clients is stored in
an access-controlled environment.

The digital documents should be stored in the task-specific folder and the
firm should have a policy of not allowing storing of confidential documents on
personal laptops of the team members.

Hard copy documents could at best be avoided. In a scenario when hardcopy
documents are received from the client, they must always be kept under lock
and key in the custody of an assigned team member.

After the completion of the task, the working papers should be archived/filed
as per the firm’s policy. Hardcopy, if any to be archived to the firm's storage
locations.

Western India Regional Council of The Institute of Chartered Accountants of India



GUIDE TO WORKING FROM HOME FOR EVERY PROFESSIONAL

>

While working in cloud-based systems, there are tools available to have an
access-controlled environment. However, it is advisable to review the security
aspects of the system before finalising the same.

At the Sharing Stage

>

Depending on the level of confidentiality requirement, the information should
be provided to team members strictly on a need to know basis. Hence, it 